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We are building an infrastructure for digital academic

credentials that can support the education systems of the

future.

A University-Led Effort

The Digital Credentials Consortium was founded in 2018 by leading universities with expertise in the
design of verifiable digital credentials. Together, we are designing an infrastructure for digital
credentials of academic achievement.

Digital technology has a profound effect on the way we learn.

A wealth of materials is available to us at all times. We can easily connect with other learners, or
communicate with our professors. Increasingly, technology is acting as personal guide that can
support our individual interests and pathways. But the way we issue and manage academic credentials
has not changed that much — and doesn't take advantage of the possibilities of digital technology.
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https://digitalcredentials.mit.edu/

Founded in 2019

Delft University of Technology* (Netherlands)
Georgia Institute of Technology* (USA)
Harvard University* (USA)

Hasso Plattner Institute, Potsdam®* (Germany)
Massachusetts Institute of Technology* (USA)
McMaster University* (Canada)

Tecnolégico De Monterrey* (Mexico)
Technical University of Munich* (Germany)
University of California, Berkeley* (USA)
University of California, Irvine* (USA)
University of Milano-Bicocca* (Italy)
University of Toronto* (Canada)

Western Governors University (USA)

* Founding Members


https://digitalcredentials.mit.edu/

DCC Guiding Principles | Values

Learners - Commitment to learner agency and participation
e Learners retain primary control over their credentials

Issuers - Commitment to issuer control
e Issuers [e.g., universities] control to whom they issue credentials,
the particular achievement that the credential represents, which
credential options are available to the learner, the lifecycle of

issuing

Trust - Commitment to open processes, open standards, and software
e (Credentials can be verified without consulting original issuer
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Putting DCC Guiding Principles into Action

e Leading and contributing to the development of open standards
o Co-leading W3C Verifiable Credentials for Education Task Force; participating in
development of Open Badges v3; deep technical expertise in key technologies

e Supporting an open source mobile wallet
o Enabling learner control and privacy preserving
o Enabling sharing of credentials, credentials — employers

e Supporting open source software to enable universities to issue

Verifiable Credentials / Open Badges v3
o  Working with DCC members to deploy VC-based issuing

e Supporting DCC Members in issuing verifiable digital credentials
e Enabling the development of a LER Ecosystem
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https://bit.ly/DCCLastMile

Credentials

“Last Mile” Report e

Digital Credentials Consortium Repor?

Employers want to match the skills held by
applicants to jobs, BUT there's a disconnect

Resumes, paper and PDF, are still the lingua franca

Digital credentials need to contain granular information about learning
outcomes or achievements to map to skills needed for a job

Adoption of Verifiable Credentials is directly related to the way they are
integrated into Human-Resource Management Systems—not
currently supported, won't be added by vendors unless there is
demand


https://bit.ly/DCCLastMile

Credentialing
Organizations

https://lermap.t3networkhub.org
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https://lermap.t3networkhub.org/
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Verifiable Credentials &
DCC Open Source Software:

Underlying standards and technology to enable
issuing verifiable digital academic credentials



DCC'’s Starting Point in Technology—Open Standards

e W3C Verifiable Credentials Data Model
o ->1Edtech Open Badges v3 context

o W3CVC-API

o Provides data model and HTTP protocols to issue, verify,
present, and manage data used in such an ecosystem

o CHAPI

o Protocol allows a digital wallet to receive Verifiable
Credentials from an independent third-party issuer - or
present Verifiable Credentials to an independent third-party
verifier - in a way that establishes trust and preserves privacy

e Learner Credential Wallet Specification

o Describes the necessary wallet features and technical
requirements enabling individuals to curate and present
their learning and employment records to others in an

DIGITAL
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https://www.w3.org/TR/vc-data-model/
https://w3c-ccg.github.io/vc-api/
https://chapi.io/
https://digitalcredentials.mit.edu/docs/Learner-Credential-Wallet-Specification-May-2021.pdf

Verifiable Credentials Ecosystem

Employer /
College / University Learner Graduate School
Issuer Eolqer Verifier
Issues Issue. Store(;qlll’]rfssén s Send Requests, Verifies
Credentials ’ ) Presentation
Register

Identifiers and
Use Schemas

Y

Verify Identifiers ( ) Verify Identifiers
and Use Schemas= veriﬁable Data Registry - and Schemas

Maintain Identifiers and Schemas

National Organization / DCC

Ecosystem Diagram from W3C Verifiable Credentials Data Model

DCC Credential
Tamper-evident credential
where the authorship can be
cryptographically verified, that
meets the technical and policy
specifications adopted by the
DCC.

Uses credentials conforming
to W3C Verifiable Credentials
1.1 Data Model (e.g., Open
Badges v3)
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https://www.w3.org/TR/vc-data-model/
https://www.w3.org/TR/vc-data-model/

Verifiable Credentials Ecosystem

DCC open source software supports all aspects of VC ecosystem

Employer /
College / University Learner Graduate School

Holder

Issuer Verifier

Issue Send

Credentials Lea rner Presentation
DMPpC Credential
: Wallet

Verifier

Plus

Registries

Verify Identifiers
and Use Schemas

Verify Identifiers
and Schemas

Verifiable Data Registry

Maintain Identifiers and Schemas

'

National Organization / DCC

DCC open source software can help you get started!

DCC Credential
Tamper-evident credential
where the authorship can be
cryptographically verified, that
meets the technical and policy
specifications adopted by the
DCC.

Uses credentials conforming
to W3C Verifiable Credentials
1.1 Data Model (e.g., Open
Badges v3)
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https://www.w3.org/TR/vc-data-model/
https://www.w3.org/TR/vc-data-model/
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Verifiable Credentials Provide Opportunities

Decentralized (Individual) / Centralized (Repository/Union Catalog)
“Personal Agency” / Issuer- or Service Provider-controlled
Data (Digital) / Digitalised — data / PDF of Paper
Doing what's "right” (better) / doing what's “easy”
Some things don’t change
o Trust; Identity: Issuers and Holders
Some things probably should change

At the end of the day, it's not been about the technology—certainly not
now with most enabling technologies available. Policy, trust and

“human tendencies” continue to be primary challenges. DCC IGITAL
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Holders—Learners

Need...

Credentials that are verifiable

To be able to use of their choice of "wallet”

To be able to add credentials from multiple issuers
To control their own credentials “Interoperability”

(@)

(@)

(@)

Claim credentials as needed

Decide with whom they want to share them; share between “wallets”
Share them in a way of their choosing, ultimately differential
disclosure

Manage their own identity (aka self-sovereignty)
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Holders—Learners

Need not allow...
e Non-privacy preserving features

o A “wallet” to track their use: who are they, what credentials

have they received, how / to whom have they shared their
credentials

The issuing organization or third-party service provider to
track use, beyond fundamental minimums
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Issuers—Universities and Service Providers

Universities Need to: Universities May Want to:
— e Implement standards based, and e Design the credential display
trusted digital credentials e Allow a third party to issue on their
* Determine who gets what behalf [issuing organization]
credential
Support e Determine if their credential is . ..
Learner issued apprjc:priate/y and not mis- Issuing Orga.nl.zatlons.M'ay Waptio:
Needs issued [issuance registry] e Track recipients claiming their May
—J e Ensure their credential contents credential __ support
and prevent tampering — e Track reCipientS Sharing their less
cryptographically sign credential ] learner
e Manage their credential: issue, e Verify the credential directly control

update / replace, revoke
e Credential should be verifiable —

cryptographic signature, issuer DCC DIGITAL

, CREDENTIALS
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Verifiers—Employers/Graduate School

e Need to be able to “verify” a credential

o Has it been tampered with?

o Isthere trust that the issuer is who they expect it to be?
e May want to verify directly with the issuer

o Verifiable Credential standard and DCC open source software
don’t require this, https://verifierplus.org
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https://verifierplus.org/
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Example of Claiming a Credential

Recipient receives an email on mobile phone

College Unbound is working with the Digital
Credentials Consortium team at MIT to evaluate a
new technology to make it easier for CU degree
holders to access and share your degree.

To receive your digital credential in this new format:

1. Visit lcw.app and install the Learner
Credential Wallet for iOS or Android on your
mobile phone

2. Open this email on your mobile phone (after
installing the app) and follow this
personalized link to retrieve your credential
(don't share the link for this credential)!

1. Install LCW

‘4

Learner
Credential Wallet

A place to store your learner
credentials

# Download on the { GETITON

' @& App Store ® Google Play

Learner Credential Wallet is an open source
mobile wallet developed by the Digital

Credentials Consortium, a network of leading

international universities designing an open
infrastructure for academic credentials.



https://lcw.app/
https:///
https:///

9419 all ¥ @

< Search
Learner Credential

‘4 Wallet

E2

4+ 3 2

Years Old Education Massachusetts Ir

What's New

Version 2.0.0 1w ago

Version History

Fixes to share crash bug, misc optimizations.

Preview

Preview, sha
manage cred|

Add credentials by
scanning a QR code.

IS

ﬁ GT Guide
00 Eample L

+/ Added to Wallet

54 GT Guide

= a < =

B »n A 0 O ¥4 #1019

3 Q

Learner Credential

‘4 Wallet

MIT

What's new e S
Last updated Mar 24, 2022

Add support for more issuers.

Rate this app

Tell others what you think

A G A G A S * SR A

Write a review

Developer contact v

About this app >

A place to store your digital educational credentials

Education

Get Learner Credential Wallet from an App Store



9:41 all ¥ @@ 9:41 all ¥ @@
Step1 — 2 1 — Step2 Home
Password Creating Wallet Looks like your wallet is empty.
Setup a password to secure your wallet. You This will only take a moment. .
will not be able to recover a lost password. Add Credential [+
Password
Lea rne r ( Confirm Password
Credential Wallet
A place to store all your credentials. They (¥ Use biometrics to unlock
stay on your device until you decide to
share them.
Quick Setup (Recommended)
Custom

A < (+) o

Install and setup Learner Credential Wallet




Example of Claiming a Credential

Recipient receives an email on mobile phone

College Unbound is working with the Digital
Credentials Consortium team at MIT to evaluate a
new technology to make it easier for CU degree
holders to access and share your degree.

To receive your digital credential in this new format:

1. Visit lcw.app and install the Learner
Credential Wallet for iOS or Android on your
mobile phone

2. Open this email on your mobile phone (after
installing the app) and follow this
personalized link to retrieve your credential
(don't share the link for this credential)

2. Claim Credential

Brandon 4:57 PM
To: Brandon Muramatsu >

College Unbound Demo

College Unbound is working with the Digital
Credentials Consortium team at MIT to evaluate a
new technology to make it easier for CU degree
holders to access and share your degree.

To receive your digital credential in this new
format:

1. Visit lcw.app and install the Learner
Credential Wallet for iOS or Android on your
mobile phone

2. Open this email on your mobile phone (after
installing the app) and follow this
personalized link to retrieve your credential
(don't share the link for this credential)

Please let us know if you have any questions.

The DCC Team


https://lcw.app/
https:///
https:///
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< Notes < Notes < Notes < Notes

& Credential Preview : & Credential Preview H & Verification Status

Description

Pilot digital credential for College

Unbound's Organizational Leadership and ° Credential Verified
Change Bachelor's Degree program. Last Checked: Mar 30, 2023

Add Credential @ Verified

Bachelor of Arts in

Bachelor of Arts in Organizational Leadership Criteria

Organizational Leadership & & Change College Unbound's Organizational Issuer
Change Leadership and Change Bachelor's Degree . .
College Unbound Issuer program that provides students with a v/ Is verified in:
grounded understanding of the leadership e DCC Pilot Registry
[coLLEGE, College Unbound ® and change skills necessary to make a
https:/www.collegeunbound.org positive difference in their workplaces and
communities. Through theoretical and
Issuance Date practical exploration, this degree program
prepares students to apply leadership and
T A ks change skills in evolving organizational
environments and cultural contexts.

@ Verified

Credential

+/ Has a valid digital signature

Subject Name

Brandon Muramatsu

Description

Pilot digital credential for College
Unbound's Organizational Leadership and
Change Bachelor's Degree program.

Criteria

College Unbound's Organizational
Leadership and Change Bachelor's Degree
program that provides students with a
grounded understanding of the leadership
and change skills necessary to make a
positive difference in their workplaces and
communities. Through theoretical and

Students' research, practice, and project-
based work provide critical training in
project management, leadership
development, and driving social change.
Each student's comprehensive, customized
personal learning plan features a multitude
of opportunities to hone these
competencies while developing high-value,
field-specific knowledge and skills related
to his or her area of interest, culminating in
a capstone project and presentation.

@& Credential Verified

Penfla. NAfAlE

Credential Preview, Verification Status

+/ Has not expired (expires on Dec 31,
2023)

v/ Has not been revoked by issuer

The Learner Credential Wallet will periodically check the
verification status of your credential. Please make sure you've
connected to a network recently to ensure your credential can
be verified. If you're still having problems, please contact your
issuing organization.
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& Credential Preview

@ Verified < Share
Bachelor of Arts :

N i () View Source
Organizational |

& Change _
B Delete

Issuer
College Unbound ®
https:/www.collegeunbound.org
Issuance Date

Mar 14, 2022

Subject Name

Brandon Muramatsu

Description

Pilot digital credential for College
Unbound's Organizational Leadership and
Change Bachelor's Degree program.

Criteria

College Unbound's Organizational
Leadership and Change Bachelor's Degree
program that provides students with a
grounded understanding of the leadership
and change skills necessary to make a
positive difference in their workplaces and
communities. Through theoretical and

A < (+) o
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Share Credential (Beta)

Create a public link that anyone can use to view
this credential, add to your LinkedIn profile, or
send a json copy.

Create Public Link

Add to LinkedIn Profile

Send Credential

Are you sure?

Creating a public link will allow anyone with
the link to view the credential. The link will
automatically expire 1year after creation.

What does this mean?

Create Link

Share Credential, Create Public Link

Y all ¥ @

& Share Credential (Beta)

Public link already created. Copy the link to
share, add to your LinkedIn profile, or send a
json copy.

https://verifierplus.org/credent... ’

&2 Unshare [/} View Link
Add to LinkedIn Profile in|
Send Credential =]

You may also share the public link by having
another person scan this QR code.
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< Learner Credenti...

AA @ verifierplus.org ¢

VerifierPlus Beta & @

& Verified

Bachelor of Arts in
Organizational
Leadership & Change

Issued to: Brandon Muramatsu

Issuer

. College Unbound

UNBOUND! https://www.collegeunbound.org
Issuance Date Expiration Date
Mar 14, 2022 Dec 31, 2023

Pilot digital credential for College
Unbound's Organizational Leadership and
Change Bachelor's Degree program.

Criteria

College Unbound's Organizational

M M ©

9:41
< Learner Credenti...

@ verifierplus.org
Criteria
College Unbound's Organizational
Leadership and Change Bachelor's
Degree program that provides students
with a grounded understanding of the
leadership and change skills necessary to
make a positive difference in their
workplaces and communities. Through
theoretical and practical exploration, this
degree program prepares students to
apply leadership and change skills in
evolving organizational environments
and cultural contexts. Students’
research, practice, and project-based
work provide critical training in project
management, leadership development,
and driving social change. Each student's
comprehensive, customized personal
learning plan features a multitude of
opportunities to hone these
competencies while developing high-
value, field-specific knowledge and skills
related to his or her area of interest,
culminating in a capstone project and
presentation.

Q Credential Verified

all ¥ @

41
. , il T -
< Learner Credenti...

& verifierplus.org

@ credential Verified
Last Checked: Mar 30, 2023

Issuer

v/ Has been issued by a registered
institution:

e DCC Trust Registry

Credential
+/ Has a valid digital signature
v/ Has not expired

+/ Has not been revoked by issuer
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Terms and Conditions of Use Privacy Policy

Accessibility View on Github

View Shared Public Credential, Verification
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& Share Credential (Beta)

Public link already created. Copy the link to
share, add to your LinkedIn profile, or send a
json copy.

https://verifierplus.org/credent...
&2 Unshare

[/} View Link

Add to LinkedIn Profile

Send Credential =]

You may also share the public link by having
another person scan this QR code.

Are you sure?

This will add the credential to your LinkedIn
profile.

What does this mean?

Cancel Add to
LinkedIn

9:41
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Add license or certification

* Indicates required

Name *
{ Bachelor of Arts in Organizational Leadership }
46/255
Issuing organization *
b College Unbound }
15/250
Issue date
Expiration date
Credential ID
45/80
Credential URL
73/262

Skills

Associate at least 1 skill to this license or certification.
It'll alen annear in vanir Qkille cartinn

Save

Add to LinkedIn Profile

9:41

< Learner Credenti...

&~ Licenses & certifications

Management Program 2019
EDUCAUSE
Credential ID CREDLY-17535507

Show credential ¢

The Unbundled University, the
-l"'J Market and Digital Technology

FutureLearn

Issued Mar 2019

Show credential

Bachelor of Arts in Organizational
1 Leadership

College Unbound

Issued Feb 2022 - Expires Nov 2023

Credential ID urn:uuid:7f80fe28-

e14b-4997-aef0-7e4219b2bf2d

Show credential &

Emerging Tech Entrepreneurship
m Level 1

San José City College

Issued Apr 2020 - Expires Nov 2023

Credential ID urn:uuid:2a28c227-

ebc6-4dab-9226-d3c541149057

Show credential ¢

L] 9 o @

Home Mv Network Post Notifications

all ¥ @

+

7

V4

V4

=

lohs



Questions?

Brandon Muramatsu, mura@mit.edu

Higher education or post-graduate institution?
Interested in membership in DCC? Contact Us!

Open source software to issue/verify verifiable
credentials / Open Badges v3:
https://github.com/digitalcredentials

DCC
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